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Network Database Security in Wireless Sensor
Networks with Intellectual Access of using
Outlier Detection Techniques

K.Satya Rajesh, N.RaghavendraSai, Ch.Nagamani

Af!S TR'A CT—~In the field of information mining, exceptions
are likewise alluded to as outliers, variations from the norm
discordant perceptions, or freaks. Other ap, y

i : plication spaces ma
utilize terms like exceptions, amazem ents, or contuminants, E ver.yy

arre. of these wordings is catching a deviation Srom an expected
ordinary information demonstration. In this research /‘wnrc}r
another system that comprises of an Intelligent Agent I,’med'
Access Control subsystem and Intrusion Detection subsystem for
securing the Web Database has been proposed and &(‘;ualizfd.
With a specific end goal to give a viable access control
Jramework, new access control variable based math and new
arrangements utilizing rules have been proposed and executed,
Keeping in mind the end goal to perfarns interruption and outlier
fdentification successfully, a half and half Intelligent Agent
based Intrusion Detection framework has been proposed in this
work which enhances the security of the network database.

Keywords:
System

Wireless sensor networks, Intrusion Detection

I. INTRODUCTION

Wireless sensor networks (WSN) were develop for a
broad range of social and military applications, such as
production line, object tracking, infrastructure monitoring,
habitat sensing, and frontline surveillance [1], [2]. One basic
feature of WSN function is to gather information in between
the source station and the target location(s) where the target
phenomena were observed. Aforementioned feature usually
desire multi-hop packet transmission if the distance from the
source to the target phenomena is large. For cxample, a
cluster-based scnsor network [3], [4] necessitates a different
source of information must travelled single-recipient
communication paradigm via multi-hop packet transmission
(shown in Figure 1), Further, to decrease communication
interference in  highly dense  wircless networks, the
communication range of radios must be decreased. This
results in multi-hop transmission as well,
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Fig 1 Maolu-bop packer transoiission i e senser cerwork

One suitable methodology for reducing the radio power
consumption is the so-called modulation scaling [5], which
discovers the tradeoff between transmission encrgy and time
duration by that condition, the modulation level to equal the
different traffic load. An important examination is that in
many coding schemes, suppose w(t) is the energy used for
transmitting a packet over units (t) of time. w(t) is a non-
negative, monotonically decreasing, and strictly convex
function of (1) [6].

Therefore, the challenge is to identify patterns in data that
do not align with the behavior predicted. Outlier detection is
commonly used in various applications, for example credit
card fraud detection, insurance and healthcare, cyber safety
intrusion detection, defense critical systems malfunctioning
and enemy military surveillance. Outer identification is
important because outliers in data often mean interesting
(and often critical) actionable information in a wide variety
of ficlds of opcration.

IHOUTLIER LOCATION IDENTIFICATION
METHODS

In numerous data processing tasks, a large amount of data
is being collected and processed. One prime step in
procurcment a coherent analysis is the detection of
observations. Outlier detection refers 1o the
problem that trends are observed in data are not consistent
with the normal expected  behaviour., Outhier  detection
mnvolves the process of identifyig data objects that do not

anomalous
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HLNETWORK OUTLIER DETECTION SYSTEM
ALGORITIHM

The proposed Network outlier detection system(NODS)
algorithm will effectively identifies the anomalies in the
network database system and enhances the seeurity of the
network database,

. x 4% the initial record from dataset,

. 118 the Record set,

. K s the distance from one node in network to other
node,

. A in the cluster set created from K with all records

. Identify() function is used for detecting omtliers in
the network with R Records,

FunctionNODS()

Let  {x€RYi=1,...,N ) be the data vectorsin the training set;
Calculate the distance  K(x,x,) toorigin for each data vectorx,;
Obtain

A= (K (x, xi),i=1,...,N};

return R = [dentify (A, 1,n, [va]*1)

Funcetion Identify (list, 1, 1, n)

if

l=1

returnlist (1]

anomaly= 1+ floor (rand () # (r-1+1))

anomaly = Outlier(list, 1,1, anomaly)

if n=anomaly
returnlist [n)

elseif  n<anomaly
return [dentify(list,
else

return [dentify (list. anomaly = 1,7, 1)

I, anomaly =1, n)

In the proposed method, Let Rois the Data vectors
considered in the trained data set, Distance K is caleulated
between habs m the network, Tdentify() function is colled
which s used Tor detecting outhier 1D i the considered
networks Ouathier() function considers for the hghlighting ol
identificd outhiers from the network so as (o tahe necessary
action on the network for secure data teasmision The
nI\.‘nn.I'}U o called e any one o the thiee cose s pe b all
lnum;llu:\ ave adenoficd, then the Tise will be retmed. 1
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The productivity of the propprsad Vit vink Voased ()sthiey
Detection calculntion is Ikewise wmtrased with Yeued
Looping caleulation utilizing the infotmmatyonal sedsres
The new proposed caleulations are nearly twd wilizing
different informational collestions, The erecution of the
nhove sald calculations are pictorially represented 7

It likewise demonstrates the differemt erecution time of
he above said caleulation against the quantity of
information focuses, The execution time is appeared in
seconds, This diagram is dravm by taving the quantity oA
information focuses in Y-hub and the execution time in Y-
pivot,
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Fig 5.1 Comparison of Execution Time amongst
proposed and existing calculations

The outlier detection rate analysis based on node
longitude location value and the degree of the node is
illustrated in the below graph,
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V CONCLUSION

The proposed framework introduced a two-level half and

half intcrruption location technique in light of dirccted and
anomaly strategies. This technique show
execution in  perceiving  remarkable characterization
ambushes and likewise tremendous scale attacks new and
presented strikes when attempted with a NSL KDD datasets
.In furthermore considers, 1hijs system  will uncmp; l(;
mﬂucpcc a more suitable social affair o approach in light of
speedier and profitable classifiers with g specific end goal to
make a basic duty in the examination of the :)utlier
acknowledgment. In this research work, another system that
comprises of an Intelligent Agent Based Access Control
subsystem and Intrusion Detection subsystem for securing
the \YCb Database has been proposed and actualized. With a
specific end goal to give a viable access control framework,
New access control variable based math and new
arrangements  utilizing rules have been proposed and
executed. Keeping in mind the end goal to perform
interruption and outlier identification successfully, a half
and half Intelligent Agent based Intrusion Detection
framework has been proposed in this work which enhances
the security of the network database.

§ cxtraordinary

REFERENCES

| D. Estnin. L. Girod. G. Pottie, and M. Srivastava. “Instrumenting the
world with wircless sensor networks.” in  The International
Conference on Aconstics, Speech and Signal Processing, May 2001,

2 G. J. Pottic and W. J. Kaiser, “Wircless integrated network sensors,”
Comunications of the ACM. vol. 43, no. 5, pp. 551-558. May 2000,

3 M. Singh and V. K. Prasanna, “A hicrarchical model for distributed
collaborative computation in wirclss scnsor nctworks.™ to appcar on
5th Workshop on Advances in Parallel and Distributed Computational
Models.

4 Y. Yu B. Krishnamachari. and V. K. Prasanna, “Cluster-based
lightweight middleware for a class of wireless sensor networks,”
submitted to IEEE Network Magazine.

5 C. Schurgers, 0. Aberhorne, and M. Srivastava, “Modulation scaling
for energy-aware communication systems.” in JSLPED, 2001, pp. 96—
99.

6 B. Prabhakar, E. Uysal-Biyikoglu, and A. E. Gamal, “Encrgy-cflicicnt
transmission over a wireless link via lazy packet scheduling,” in
INFOCOAM,

7 2001

8  W. Yc, J. Heidemann, and D. Estrin, “An encrgy-cfficient MAC
protocol for wireless sensor networks,” in Proc. of INFOCOM. New
York, June 2002, pp. 1567-1576.

AUTHORS PROFILE

1. Dr K. Satya Rajesh received Ph.D Degree
from Rayalaseema University, Kurnool. e received
Master's degree M.C.A from ManonmaniamSundarnar
University in 2003. He received Master's degree M.Tech
in Computer  Science & Engineennng  from
\ ‘ AcharyaNagaguna University i 2010, He 1s currently

2 acting as a Head of the Depantment of Computer Science
in C.STS Govt Kalasala, Jangareddygudem, W G Dist AP,
India. His rescarch interests are Computer Networks & Sensor
Networks. Ile had pubhished several papers in Natonal and
International Conferences &  International Journals. e s a
member o TACSIT. IAFNG and also review member of many

Journals

ﬁ N.RaghavendraSai. Assoc Prol, Dept o of €S
&g, Kencrabakslimaah Fdacaton Toundation,
i Vaddeswaran, AP Indin Ths mierested arcas are
Dare warchoersios and Daee mnmg Comprto
Neteotks

International Journal of l',ngml‘crillg and Advanced Technology (JEAT)

ISSN: 2249 — 8958, Volume-9 Issue-2, December, 2019

Ch.Nagamani, Research Scholar,
Departiment of  Computer  Science,
AcharyaNagarjuna Umiversity, Guntur, AP,
India.Pursing Ph.D.  from Nagarajuna
University. Here interested areas are Data
warchousing  and  Data  mining, Data
Analaytics Computer Networks.




A TR TN 1 R T A7
2 " — - - - G

o AT 1 g
T L ey
- W

This is to certify that
Dr. K, Satya Rajesh %
Department of Computer Science, gt
C.S.TS Government Kalasalg, Jangaréddigudem,

West Godavari, Andhra Pradesh

Is conferred 3 special recognition under x_
Best Researcher S

for the year 2019. This award endorses or =}
concedes a vivid researcher to continue |
their work, assure accessible and congruous

technology in the application of education

e e A e A

Date  : 29" December 2019

Venue : DS Hotel, Perambalur 8\&*@)&:‘

o C. Ashok Kumar

Founder % Chairman

0 2l :
e ‘ i E
%) ?"s » Fafte st

Scanned by CamSeannet




.
, /,/////_,h/
T
\
N
W

Varma

" CONVENER

- DAA2820

f. P Surash

%

\
.
.

,/W/. :

\
§ /_4/%/
A\

B
;/

L

p

ty ol

Tsi

a

=
&3

nay

[o)

an ex

AT

3@;
a
TRE e

ering

—

iv

el

for d

!

Scanned by CamiS,




!

[

AR R T

by (

|

T

\

Seam

IS



]

)
i@
iy
}i

3

‘ v

.v
b
3
-
e
=
=

L

1

22200290 00000008000

i
!
1

ONDNODO0OO0O0CODOO0OOQOOOO

%

0o
ALALALLLIIIIITYY

3¢ [nternational Conference on Multidisciplinary Research
Trnds in Arts, Science, Engineering & Technology

IGMRTASE:2019

SBortificate of Presentation

o o o - o S

-—--—-—-————-——-———.—.—

—_-——_——-———--—-————--..-—----—-—-——.———-—_—-——-——

- —— - o =

Research Trends in Arts, Science, Engineering & Technology
(ICMRTASET—ZO19) at Dhanalakshmi Srinivasan Hotel,

Perambalur, Tamilnadu on 29% December, 2019.

a 1
8@@&:
Chairman / DKIRF

President / IACRD President / 'SMCRAC

Organized by

NKIRE TACRI n AN f O
gi\ﬁﬁﬂ AR JiiLh AU
m‘:”:: ‘,"“f‘_" . Intecpational kerican Councal Sant Martn's Centre for fleseuch ©
1 Foundation for Research b Deyeloprent Leereditation Commission

—

at the 3" International Conference on Multidisciplinary §



Geal Sreseniialion Coddljficae
International 003@@@:8. On Recent Challenges & Explorations
In Engineering Technology & Science

Organised By

—uNbr—/\-sPO HANDRA college of Engineering
Accredited UK .z>>o B+, NBA (ME, ECE & CSE), Approved by AICTE, NewDelhi and
Permanently Affiliated to JNTUK, Kakinada, An 1SO 9001:2015 Certified Engineering Cullege

o Vatluru (V), Pedapadu (M), Eluru - 534007, W.G.Dt. , AP
2o ELSEVIER ISO
Nz

i S Google  pBapz- Doz

scholar

9001:2015

This is to certify that the paper entitled ..Z.Pfgoaf....D%ﬂ?b....vngf.....5....iﬂﬁni.v.ﬁmm.zm%mﬂ
Z:&:..a_uﬂ:nhgr...%h.n.a.;wbb...chc.wb..:.onw»wg...b%gnm:.:.,ﬂﬁ: mcﬁroqmﬁwv.::?.....w?ﬁ.?.:wbw?r;. ...........

Zﬁgg.mpm»} \[og0Miyas presented c<................W"..VP&P....NDQHC? ....... et
in the ICRCEETS-2k19 International Conference On Recent Challenges & Explorations In Engineering
Technology & Science, held on 21* December 2019 at Ramachandra College of Engineering.-
Paper was presented infront of Panel Members of IJIEMR and Standard Solutions.

onvener

Organis ecretary




1

H

I

781675 " 7

|

Nl

{

.

l‘: U

{
~

Jdnn



Index

the Article
Cchnniczll Bchavior Ol Sugarcanc Powder Page No
And ChOp])Cd Strand Matl Fiber Reinforced .

polymet Composiics
K.Domthi , B.N.V.Srinivusz, N Tulasi Radha’

A Novecl lmplemcntation Of Information
Security Policy Modecling For Enterprise

Networks
cintrc Simm, Dr.M.

esearch On Network Security In

Title of

Nagabhushana Rao
AR Cloud 3
Computing

Marepalli Radha, Dr.M. Nagabhushana Rao

NextGen Farmer: Al Efficient Trust Based

Recommender System For Agriculture
K. Anji Reddy, Dr- R Kiran Kumar
Determinants of Life 5

Macro—Economic
Business — Empirical'\;‘Eyidence,;

o 01 to 201516 1 F :

S V. N. Reddy, S- M- Rgddy,:p._,g.}yaiaué, L

Network Database Seég{_ifyjzlg‘§wqifél'q§s Sensor @

Networks With Intellectual Acp_esséOstmg

-Qutlier Detection TecHhiaﬁes“:*“"'
K.Satya Rajesh, N.Raghaven

Ch.Nagamanl
An Ontology Based Expert System for

Lung Cancer . BESLC
| Sirisha, Dr- M. Babu Reddy

Analysis Of professional Investigat
Classification And Segmentation O

: Tomography Brain Images

E : ‘ V.Sowjanya, Adusumilli Ramana Lakshmi

FFace Detection and Featurc Extractio 11

Using Machine Learning Approacll
Dr.P.Ashok Reddy, Dr.M.Babu Reddy,

'Dr.K.Rajasekhara Rao
er TQ Peer TI'USt M

1N
' LN
cenl NAA )
sla~d Enr Peet

dra Sai,

ions On The
f Computed




—

etwork Databasc Security In Wil';;lcss Sensor Netwop
v i |" y l[ c b ] ] (2] (S
[tellectunl Access Of Using Outlier Detection Fechnig, ith
Cs
n Rajesh

% 110D, Depl. of Compuler Science, C.g -
Knl.:i;\sl:\‘,'?lmmgrcddygudcm, W.G. Dist, A.P lcsalyarnjcsthC@gﬁa(iiow'
pavendra Sai, Assoc. Prof, Depl. of CS & Engg, Konery | g h,c%
NHIE Education Foundation, Vaddeswaram, AP Shmajy,
arch Scholar, Department of Computer Science A

Nag » Achary,

mani, Rese L
Ch.Naga arjuna University, Guntur, A.P

Abstract
Jtion mining, exceptions are likewise alludeq &

n the ficld of inform
iions from the norm, discordant perceptions, or freak,

outliers, varia
spaces Imay utilize terms like exceptions -
) 1

Other application
ontaminants. Every one of these wordings is catching |

{

amazements, Or C
a deviation from an cxpecte_d~ordgnary-—infonnagjon_. demonstration. In |
this research work, another system that comprises of an_Intelligent
Agent Based Access Contr6}dmsﬁl§sy'§téjnw% aff;d Intrusion Detection :

Pty i ) )p e
, e o T IR T :
subsystem for securing the Web Qgtab%fe ‘has been proposed and |

Hormns S e |

actualized. With a specific end goal to give a viable access control |

framework, new access control variable based math and new |

in mind th , )

successf) ue " BSED peiomn interruption and outlier identification
SIu .

Yy, a half and half Intelligent Agent based Intrusion Detection

framework ha
S been : :

N proposed in this work which enl the security
the network databage anees BES

3

[}

:

arrangem ilizi

gements utilizing rules have been proposed and executed. Keeping f

§

£

i

¥

E

Keywords

bl / i
ol ¢ N ) cs . - 3
a s and 1 ontents ot this paper rests upon the
Ut an Hpo - ha a2
Baligeeg ey ‘l’ N the puhhisher, 1'rourara chairs.

NG |j|”,.\AI"



INTERNATIONAL «JOURNAL OF MULTIDISCIPLINARY EDUCATIONAL RESEAR
T s cH

I TSR 1
H"[Mm" ISSN:2277-7881; Impact Factor :8.017(2023); IC Vawe:5.16; ISl Vawe:2.286
é._.; % B&E Peer Reviewed and Referced Journal: VOLUME:12, ISSUE:10(1), October: 2023
N l.' 1},} P“\. e Online Copy of Article Fublication \-..nl.a',r!("I“Zi‘[«.»_ﬂ,
=tk vy Elffg Scopus Review ID: AZB96D3ACF3FEAZA
Article Received: 2*! October 2023
Publication Date:30™ October 2023

Publisher: Sucharitha Publication, India

DOI: hltp://ijmer.in.doi./2023/l2.10.13
e-CertificateofPublication-IJMER.pdf

www.ijmer.in e . — . "
Digital Certificate of Publication: www.ijmer.in/pdl/

A BRIEF STUDY ON VULNERABILITY IN CYBERSECURITY

J. RAJA SRIKANTH, M.TECH(CSE)
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Email: rajasrikanth jallipalli@gmail com

+ed to as a flaw or weak point in the
physical controls, or any other
10 be violated through either
-ity, similar terms such as risk,

Absiract : A vulnerability in cyber security Is refer
hardware. software, internal controls, technical controls,
safeguards that could allow the system's security policy

ivation or purposeful exploitation. In cybersecui
threat, vulnerability, erc., might sound similar but have very different meanings, whichwill be

covered further. 1 arious ypes of cybersecurity vulnerabilities are also covered. An area or
plaiform where information on compuier security flaws is gathered. kepr up 1o date. and
shared is known as a vulnerability database. Vi winerability databases are very ojten referred
-abilities and prevent exploitation.

applications, or Processes that can be

accidental act

to parch known vulner

I INTRODUCTION
exploited by attackers to gain unauthorized

In simple terms, vulnerability means the . i
. _ access, steal data, or disrupt operations.
state of being open or susceptible to
getting attacked and hurt. So how does this I1 VULNERABILITIES FACTORS
relate to cybersecurity? In cybersecurity, a
- a) Software flaws: Software bugs can
[1] vulnerability 1s defined as a flaw or
) allow attackers to  execute
weakness in the hardware, software, o
] malicious code, steal data, or take
internal  controls, technical  controls,
) control of systems.
physical controls, or any other safeguards
, b) Misconfigurations: Improper
that could allow the system's security .
_ ) . configuration of systems and
policy to be violated through  either i
) o networks can create security gaps
inadvertent  activation or  deliberate .
o that attackers can exploit.
exploitation.
c) Weak passwords: [2] Poor

Hackers and  attackers exploit  these password management practices
vulnerabilitics to cause damage to the can make it ecasy for attackers to
systems and data. Various lypes of gain  unauthorized  access o
vulnerabilities can be classified into six systems and accounts.
d) Human ecrror: Human mistakes,

broad categories.
such as clicking on phishing links

Cybersecurity vulnerabilitics are _ .
or opening malicious attachments,

weaknesses  in systems,  networks, _
can lead to security breaches.

68
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vulnerabilitiey:

\'Ul..\'l-‘.lh\l%ll.l'l IES
many  different types ol

ulncr;\lnlilics. but some ol

There are
cyberseeunty v
the most common include:

a) Zero-Day Vulnerabilities: I'hese are
< that are unknown |

t been

vulnerabihtie o the
software vendor and have not y¢
patched. Zero-day vulnerabilities are
exploied by sophisticated

ofien
launch highly targeted

attackers 10
attacks
Remote code cxccution (RCE)

b)
vulnerabilities

vulnerabilitics:
attackers 1o excecute malicious

without

These

allow

code on a
requiring any user interaction. RCE

victim's  system

vulnerabilities can be exploited to steal

data, install  malware, or  disrupt

operations
Thesc

c) Injection vulnerabilitics:

vulnerabilities allow attackers to inject

malicious code into legitimate
applications.  Injection vulnerabilities
can be exploited 1o steal data, exccute

commands, or  disrupl

arbitrary
operations.
d)

scssion
These vulnerabilities allow attackers 1o

Broken authentication and

management  vulnerabilitics:

steal user credentials or hijack user

sessions. This can allow attackers to gain

unauthornized access to systems and data

www.ljmerdn
T ] exposure
TYPES OF (‘\'lllf.ltSli(TURll\’ ¢) Dati |
m T ‘These vulnerabilities allow attackers to
ve data that is not properly

neeess sensiti
pmtcc!cd This data can include customer
records, financial information, or trade

v (_‘\’lll‘ll{h'li(flll{l'l'\’ VUI.NICI{ABII,I'I'Y
I)II"l"liRI'ZN'I' FROM A CYBER
SI-Z(.‘URI’I'Y THREAT

A Naw[3] or weakness in the hardware,

internal controls, technological

soltware,
controls, physicul controls, or any other
safety  measurc that could allow the
system's sccurity policy to be broken
by accidental activation or intentional

as

exploitation is referred to

a vulnerability.

A threat can be described as an act or

intention to cause damage. A cybersecurity

threat can range from malwarc 10

targeted denial-of-service attacks. These

threats  use  vulnerabilities and  exploit

them.  The
cyberattack is another way to characterize

potential  of a successful

threats.
v DIFFERENCE BETWEEN
VULNERABILITY AND RISK

A risk implies uncertainty or the
possibility of  something terrible
happening.  Risk is  the likelihood or

potential for harm, injury, loss, or any
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other undcsuahlc cvent brought on by

cither within or out

mlncrabllnics
es can prevent that

risk, Riusk

and prcvcnli\'c measur

It 1S impoguhlc {o chiminatc

m;,nagcmcnt can be done 10 preparc and

deal with threats Not fixing vulnerabilities

rcsdhs n increascd risk.

is dircctly proponional to the

system, which 15
of

Risk(4]
number of threats on the

the number

can be of two types
When the

dependent on

nerabilitics Risk
external and internal.

external factors such as

vul
that arc
rnsk 18 caused by
rs. When the risk
s such as mal intent of an

attacke is caused by

internal factor

employee. €1¢.
vI CAUSES VU LNERA BILITIES

There are numerous causes

for vulnerabilities in cybersecurity which
include outdated sofiware, design flaws,

security misconfiguration, [6] personnel

involved in the design, testing, and usage

process, bugs 10 the software, and
unexpected errors  such  as buffer
overflows.

The software systems can be complex,
thus resulting 1n vulnerabilities due 1o

misconfigurations
Sometimes, the end user falls into the trap
of social engineering attacks, causing

much more damage.

The end-user not updating the software can

also result tn causing vulnerability for the

system

Sometimes unintentional  bugs and flaws

in the product when there are
issucs and the product

d, causing @ vulnerability.

remain

design 1s not

adequately teste

Not taking into account €rrors such as

memory €Irors, including bufTer agverflow,
causes the vulnerability.

VIl MITIGATE CYBERSECURITY

VULNERABILITIES

There arc number of StEps that

can take 1O mitigate

ulnerabilitics, including:

organizations
cybersecurity v

1) Regularly patch software:

Software vendors regularly release

security patches 10 fix known

vulnerabilitics Organizations
should install these patches as soon

as possible to protect their systems.

b) Implement strong password
policies: 5] Organizations should
implement strong password

policies that require users to create
complex passwords and change

them regularly.

¢) Educate employees about
security best practices:
Employees should  be educated

about security best practices, such
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attachments [2] Razzaq, el .
. - Masood, M.: Cyber secunty: reats,

d) Use sccurity SO reasons, challenges, methodologies and
Organizations should use security state of the art solutions for industrial
solutions, such as firewalls, applications. In: Autonomous

Dccentralized Systems (ISADS), 2013

intrusion detection systems, and

antivirus software, to protect their

systems and data.

VIII CONCLUSION

Cybersecurity vulnerabilities are a serious
threat to organizations of all sizes. By
understanding the different  types of
vulnerabilities and taking steps to mitigate
them, organizations can help to protect

themselves from cyberattacks.

CONCLUSION

IEEE Eleventh International Symposium
on 2013, pp. 1-6. IEEE

[3] Von Solms, R., Van Niekerk, J.: From
information security to cyber security.
computers & security 38, 97-102 (2013).

[4] Benson, V., McAlaney, J., Frumkin,
LA.: Emerging Threats for the Human
Element and Countermeasures in Current
Cyber Security Landscape. In:
Psychological and Behavioral
Examinations in Cyber Security. pp. 266-
271. 1GI Global, (2018)
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[6] Floyd, D.H., Shelton, J.W., Bush, JE:
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security breach in an aircraft network. In.
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telegraphy to the complex digital
landscape of today. Threats have grown in
sophistication, nccessitating  continuous
innovation in defense mechanisms. As
technology advances, the [future of
cybersecurity remains uncertain, but one
thing is clear: the importance of protecting

our digital world is paramount.
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1. Introduction

ant traits and varieties

—plant biotechnology is a powerful tool-for the development of new pl
mercial Success and to

—» such new varieties must be produced on a large scale to achieve com
satisfy the demand from se growers.

_sTraditionally, new varieties were achieve d by the seed propa
. —The improvement of woody fruit species by traditional plant

limitations.
—» Developments in genetic engineering and Molecular biology techniques allowed the

production of improved 7 and few agricultural products.
—» production of artificial seeds, bio- technology, plant made pharmaceuti- cals,
—» The current plant-tissue culture industry is estimated.

gation Mecthod
breeding techniques has several

plant biotechnology can be defined :
—» Agricultural” biotechnology has been ways used to protect crops from devastating diseases

—Biotech crops can make farming more Profitable by increasing crop quality and yields Moy
income cases increase

Plant phyvsiology and environmental stress, mechanisms and adaptations:

— plant physiology is the study of how different of plants function
—». Father philology Julius Sachs.

_ 1t is broach it Geology that studies anatomy, biological molecules
— The study of physiology is the study of life".

Environmental Stress:

— Environmental stress refers to “Factors in person surrounds”
— IFénv;ronmenlal that Con cause emotional on mental strain in their lives
— Environmental stress is the deviation i i iti '
i n environmental Conditions ecle 1
— Environmental stress refers to from species optima
— physical, chemical, and biological
— Environmental stresses External,




els of discomfort

— These are internal and they can increased lev : _
anisms environment to charges to their

— adoption to the biological mechanics by which org

current environment . Lo . e
—Adaption mechanism refers to modification that an individual organisms or individual in the

new environment. .
— physiological adaptive mechanisms are observed behavior

4 main environmental stress:

1. catalysnic events

2 stress full life events

Plant Physiology and Environmental stress, Mechanisms and adaptations

with the physiological processes or functions of

nch of study in botany dealing
ling with the physiological Processes or

* plant physiology is a bra
dy in Botany dea

Plants Plant physiology is a branch of stu

functions of plants.
*plant Physiology is the study of how different parts of plants function

*Julius sects (1862): The father of plant Physiology

*The study of how living beings normally work

Father of physiology

Claude Bernad--The father of Physiology.

The branches of plant phisiology :

plant Physiology is branch of botany that studies how plants work on their physiology.

plant Morphology (shape). Plant Ecology Interactions with the Environment) Phytochemistry
(biochemistry of Plant Cell biology, genetic,biophysics, and Molecular biology

Class is plant physiology CBSE class

* determines plant growth development and Economic Production

* The Concept of structure and function, also referred to form and function




—

» father of Crop: swaminathan

« father of Indian plant: Jagadish chandra Bose.

+ Chlorophyll is a pigment that gives plants Their green color, and It helps Create Their own food
Through photosynthesis

+ Epvironmental stress refers to factorsina person's surroundings Can Cause Emotional Their lives or

gnvironment that mental strain in

* 4mainin Environmental stresses

1.cataclysmic events

2. stress full life events.

3, daily hassler and

4.Ambient stressors

% .
Stress in Economics denotes, both human and naturally induced pressure on the Environment.

Plant physiology and Environmental stress. mechanisms and adaptations:

* Environ
ot mer?tal adaptation involves improving aspects of information (Eg. signs clocks) objects (eng
re positioning), condition's (noise) in the environment.

*
Plant physiology is a branch of "study in Botany



- ;
_ destroy the ion balance conder Salt stress, it Is necessary Otomatically. To Adjust and establish the
ion balance in cells fon plan to living.
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